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Significant Changes

® Grouped Email Notifications

* reduces email volumes allowing you to concentrate on triggering event
® Visiblility into foreign circuits that land on your ports

* |ets you see all VLANs on your ports

® Workgroup ACLs

* |ets you control who can create VLLANs on your ports
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Email Notifications

® Old: 1 email per VLAN per event
e plain text
* high volume for larger WGs

® New: 1 email per event per WG
e HTML with links to app
* reduced spamming

* organized by triggering event
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Greetings,
You are receiving a nodficaton because you are a member of workgroup: admin

An outage on backbons link: auto-5-1-2-3
has caused the 5 circuits listed below 10 be affecied

Circuits in admin:

CIRCUIT ACTION TAKEN

Test-Notftications Attempted to fall to alternate path,
however the primary and backup
path are both down

Could not fail over: no backup path
configured

Tostd Could not fall over: no backup path
configured

Could not fall over: no backup path
configured

Foreign Circuits on Your Endpoints:

CIRCUIT ACTION TAKEN
Un-owned-Test Could not fall over: no backup path
configured
View Current Status

STATUS

down

down

STATUS
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Greetings,
You are receiving a notification because you are a member of workgroup: admin

An outage on backbone link: auto-5-1-2-3
5 caused the 5 circuits listed below to be affected.

Circuits in admin:
CIRCUIT ACTION TAKEN STATUS
Source of Outage
Test-Notifications Attempted to fail to alternate path, down
however the primary and backup
path are both down
testVian2 Could not fail over: no backup path down
configured
Test3 Could not fail over: no backup path down
configured
test-4-create Could not fail over: no backup path down
configured
Foreign Circuits on Your Endpoints:
CIRCUIT ACTION TAKEN STATUS
Un-owned-Test Could not fail over: no backup path down

.
"_'
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configured

View Current Status
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Greetings,

You are receiving a notification because you are a member of workgroup: admin

An outage on backbone link: auto-5-1-2-3
has caused the § circuits listed below to be affected.

Circuits in admin:
CIRCUIT ACTION TAKEN STATUS
Test-Notifications Attempted to fail to alternate path, down
: however the primary and backup
Link to Ul for each path are both down
ImpaCted VLAN testVian2 Could not fail over: no backup path down
configured

Could not fail over: no backup path down

Shows status after qurec
restoration test-4-create et L

Foreign Circuits on Your Endpoints:

CIRCUIT ACTION TAKEN STATUS
Un-owned-Test Could not fail over: no backup path down
configured

View Current Status

Global Research Network Operations Center \ /
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Affected Foreign
VLANSs

(anything landing on your ports)

raf‘

: GlobalNOC, INTERNET.
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Greetings,
You are receiving a notification because you are a member of workgroup: admin

An outage on backbone link: auto-5-1-2-3
has caused the 5 circuits listed below to be affected.

Circuits in admin:

CIRCUIT ACTION TAKEN

Test-Notifications Attempted to fail to alternate path,
however the primary and backup
path are both down

testVian2 Could not fail over: no backup path
configured

Test3 Could not fail over: no backup path
configured

test-4-create Could not fail over: no backup path
configured

Foreign Circuits on Your Endpoints:

CIRC ACTION TAKEN
Un-owned-Test Could not fail over: no backup path
configured

View Current Status

STATUS

STATUS
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Foreign Circuit Visibility

® Workgroups>Home>Active VLANSs

‘Q
-'a.
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Network Status ~ Avallable Resources  Usars  Actions ACL
Waen Endpoints On
Search Path Traverses

Descripton Endponts Owned By
san-sw.chic. netinternet2 odu - 0112 indana
(TR-CPS] Indiana Gigagop san-sw chic netintornet2 odu - e/4 GigaPOP

. " RAE san-sw.ohio. netinternet2 odu - 0112 ‘rdana
DepoF SEN-Sw ChiC nelinternet2 odu - 31 GigaPOP

©9s S-S CNC neLinteenet2 ody - 0112 Indana
. ] Indans Gigapop CPS-1PVE san-sw ohic net inermnet2 ody - e/ GigaPOP
RLHCONE] Ins Gi sdn-sw.chio. notinternet2 odu - @112 Indana
e SAN-gw.chic neLinternet2 ody - #3/1 GigaPOP

NG TEST SAN-Sw CNC NOLinternet2 0dy - 0112 Indana
SAN-Sw.CC nelinemnet2 ody - o311 GigaPOP

“"’ e ‘. v .‘ - X
XD LTAC e { i< YSEDE
5w v e
XD PSC-4004 fw.ohio.ne oy :> YSEDE

P

naxt > gl »>
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Network Status U K L
[ olde 0 o
= ith Endpoints On: [Select Nodes
Search: -d 1 C th Traverses: Select Nodes
Description Owned By
: . sdn-sw.chic.net. t2.edu - e1/2 Indiana
[TR-GSkindiana Cigapop sdn-sw.chic.net.internetZ.edu - e3/1 GigaPOP
Indiana Gigapop R&E sdn-sw.chic.net.internet2.edu - e1/2 Indiana
gepce sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
c 2 sdn-sw.chic.net.internet2.edu - e1/2 Indiana
[CES] lnckand Clgapop O SAr g sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
. . sdn-sw.chic.net.internet2.edu - e1/2 Indiana
Lazepldle it sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
sdn-sw.chic.net.internet2.edu - e1/2 Indiana
ING TEST sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
sdn-sw.chic.net.internet2.edu - e1/2
XD-FG-3210-1U-3117 sdn-sw.star.net.internet2.edu - e15/5 XSEDE
sdn-sw.chic.net.internet2.edu - e1/2
XD-FG-3217-PURDUE-2507 sdn-sw.star.net.internet2.edu - e15/5 XSEDE
sdn-sw.chic.net.intemet2.edu - e1/2
XD-1U-3114-TACC-2051 sdn-sw.denv.net.internet2.edu - e15/4 XSEDE
sdn-sw.chic.net.internet2.edu - e1/2
XD-1U-3113-SDSC-3120 sdn-sw.losa.net.internet2.edu - e 15/6 XSEDE
XD-1U-3112-PSC-4094 sdn-sw.chic.net.internet2.edu - e1/2 XSEDE

sdn-sw.clev.net.internet2.edu - e15/5

<<first <prev 1 2| next> last>>

Total Circuits: 19

GlobalNOC !'NTERNET.
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Network Status || Available Resources

Users | Actions | ACL

With Endpoints On: Select Nodes

sdn-sw.clev.net.internet2.edu - e15/5

Search: Path Traverses: Select Nodes
Description Endpoints Owned By
: . sdn-sw.chic.net.internet2.edu - e1/2 Indiana
[iR-GESLindiana; Gigapop sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
Indiana Gigapop R&E sdn-sw.chic.net.internet2.edu - e1/2 Indiana
gepce sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
(CPS] Indiana Gigapop CPS F Orei n VL ANS in sdn-sw.chic.net.internet2.edu - e1/2 Indiana
DR g sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
. : : G re sdn-sw.chic.net.internet2.edu - e1/2 Indiana
B y sdn-sw.chic.net.internet2.edu - e3/1 GigaPOP
sdn-sw.chic.net.internet2.edu - e1/2 Indiana
ING TEST v.chic.net.internet2.edu - e3/1 GigaPOP
sdn-sw.chiC.rieinternet2.edu - e1/2
XD-FG-3210-1U-3117 sdn-sw.star.net.internet2.edu - e15/5 XSEDE
sdn-sw.chic.net.internet2.edu - e1/2
XD-FG-3217-PURDUE-2507 sdn-sw.star.net.internet2.edu - e15/5 XSEDE
sdn-sw.chic.net.intemet2.edu - e1/2
XD-1U-3114-TACC-2051 sdn-sw.denv.net.internet2.edu - e15/4 XSEDE
sdn-sw.chic.net.internet2.edu - e1/2
XD-1U-3113-SDSC-3120 sdn-sw.losa.net.internet2.edu - e 15/6 XSEDE
XD-1U-3112-PSC-4094 sdn-sw.chic.net.internet2.edu - e1/2 XSEDE

<<first <prev 1 2| next> last>>

Total Circuits: 19
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Network Status || Available Resources

Search:

Description

[TR-CPS] Indiana Gigapop
Indiana Gigapop R&E

[CPS] Indiana Gigapop CPS-IPv6
[LHCONE] Indiana Gigapop

ING TEST

XD-FG-3210-1U-3117
XD-FG-3217-PURDUE-2507
XD-1U-3114-TACC-2051
XD-1U-3113-SDSC-3120

XD-1U-3112-PSC-4094

A [ - ° r elect Nodes

elect Nodes

sdn-sw.chic.net.internet2.edu - e1/2
sdn-sw.chic.net.internet2.edu - e3/1

sdn-sw.chic.net.internet2.edu - e1/2
sdn-sw.chic.net.internet2.edu - e3/1

sdn-sw.chic.net.internet2.edu - e1/2
sdn-sw.chic.net.internet2.edu - e3/1

sdn-sw.chic.net.internet2.edu - e1/2
sdn-sw.chic.net.internet2.edu - e3/1

sdn-sw.chic.net.internet2.edu - e1/2
sdn-sw.chic.net.internet2.edu - e3/1

sdn-sw.chic.net.intemet2.edu - e1/2
sdn-sw.star.net.internet2.edu - e15/5

sdn-sw.chic.net.intermet2.edu - e1/2
sdn-sw.star.net.internet2.edu - e15/5

sdn-sw.chic.net.intemet2.edu - e1/2
sdn-sw.denv.net.intemet2.edu - e15/4

sdn-sw.chic.net.intermet2.edu - e1/2
sdn-sw.losa.net.internet2.edu - e15/6

sdn-sw.chic.net.internet2.edu - e1/2
sdn-sw.clev.net.internet2.edu - e15/5

Owned By

Indiana
GigaPOP

Indiana
GigaPOP

Indiana
GigaPOP

Indiana
GigaPOP

Indiana
GigaPOP

XSEDE
XSEDE
XSEDE
XSEDE

XSEDE

<<first <prev 1 2| next> last>>

Total Circuits: 19
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Workgroup ACLs

® Problem: hard to collaborate across Workgroups in some cases
e access control policy defined by system admin
e policy lacked granularity: per port vs per port / VLAN tag
® Fix: we added the Workgroup ACL feature
* Workgroups can define access policy for their ports
e policy is now at port and tag level

* many cases no longer involve contacting the NOC

23 GlobalNOC " %%
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Ports belong to a Workgroup

® Every port now has an explicit owner

® Workgroup>Home>Available Resources

/ p— . g W ) S e 1) -
3 The Open Science, Scholarship & Services Exchange : = | g
e i - S
DOgrouD » 0) slgs ¥ a . e =

Active VLANS  Network Status : ble Resource Users | Actions | ACL
Available Resources
Node Interface Description VLAN Range

sdn-sw.chic.net internet2 edu 12-S08251 Indiana UGigapop untagged, 1-4096
sdn-sw.chic.nelintemet2 edu &3 rir.chic, et-10/0/0 101-103,211,2000 No
Tororto
Detroat

. P
23 GlobalNOC '* %ﬂ@
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Active VLANS »NetworkStatus ETELLRERLT A Users || Actions | ACL

Available Resources

Node Interface Description VLAN Range Owned
sdn-sw.chic.net.internet2.edu el/2 12-S08251 Indiana UGigapop untagged,1-4095 Yes
sdn-sw.chic.net.internet2.edu e3/1 rtr.chic, et-10/0/0 %1-1 03,211,2000 No

Shows the tag range
current WG can use

Monday, October 21, 13
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Active VLANS | Network Status

EHIELERIEELTIEL Users | Actions || ACL

Available Resources

Node Interface Description VLAN Range Owned
sdn-sw.chic.net.internet2.edu el/2 12-S08251 Indiana UGigapop untagged,1-4095 - Yes
sdn-sw.chic.net.internet2.edu e3/1 rtr.chic, et-10/0/0 101-103,211,200C No

Shows if current WG
owns and thus controls
the policy for this port

Monday, October 21, 13




Defining Access Control

Policy

® Workgroups>Home>ACL

® defines who can use a tag on
your port

'-5; GlobalNOC NTERNET.

Active VLANS = Network Status  Avallable Resources  Users

interfaces owned by this Workgroup
Node » Interface

1

Interiace ACL
Workgroup Permission
GRNOC alow
Indana GigaPOP alow
SC12 Indiana alow
mgoonn Delete after -
XSEDE alow
GrantWorkgroup1 alow
Al deny

Add ACL Enable Reordering

VLAN Range

untagged, 1-4095
untagged, 1-4095
untagged, 1-4005

untagged, 1-4005

untagged, 1-4085
untagged, 1-4005
untagged, 1-4095

/© S 3 E The Open Sclence, Scholarship & Services Exchange

Notes

generated by automated migration script
Qenerated by automated migraticn script
genernated by automated migration scripl
generated by automated migration scripl
generated by automated migration script

generated by automated migration script
genernated by automated migration script

i Arnan s

Ootumeriation |
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Active VLANS | Network Status || Available Resources | Users | Actions

Interfaces owned by this Workgroup

sdn-sw.chic.net.internet2.edu | e1/2

<<first <prev 1 next> last>>

Interface ACL

Workgroup Permission = VLAN Range Notes

GRNOC allow untagged, 1-4095  generated by automated migration script
Indiana GigaPOP allow untagged, 1-4095 generated by automated migration script
SC12 Indiana allow untagged, 1-4095  generated by automated migration script
I;z/%)aoemo s allow untagged, 1-4095  generated by automated migration script
XSEDE allow untagged, 1-4095  generated by automated migration script
GrantWorkgroup1 allow untagged, 1-4095  generated by automated migration script
All deny untagged, 1-4095 generated by automated migration script

( Add ACL ) [ Enable Reordering |

: GlobalNOC 'NT/RNEL

Global Research Network Operations Center
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Active VLANS | Network Status || Available Resources | Users | Actions

Interfaces owned by this Workgroup

sdn-sw.chic.net.internet2.edu ‘ el/2

<<first <prev 1 next> last>>

Interface ACL

Workgroup Permission = VLAN Range Notes

GRNOC allow untagged, 1-4095  generated by automated migration script
Indiana GigaPOP allow untagged, 1-4095 generated by automated migration script
SC12 Indiana allow untagged, 1-4095  generated by automated migration script
:I"::\I(Z.J;)abemo s allow untagged, 1-4095  generated by automated migration script
XSEDE allow untagged, 1-4095  generated by automated migration script
GrantWorkgroup1 allow untagged, 1-4095  generated by automated migration script
All deny untagged, 1-4095 generated by automated migration script

( Add ACL ) [ Enable Reordering |

GlobalNOC !'NTERNET.

Global Research Network Operations Center
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Active VLANS | Network Status || Available Resources | Users | Actions

Interfaces owned by this Workgroup

sdn-sw.chic.net.internet2.edu \ el/2

<<first <prev 1 next> last>>

Interface ACL

Workgroup Permission = VLAN Range Not

GRNOC allow untagged, 1-4095 erated by automated migration script
Indiana GigaPOP allow untagged, generated by automated migration script
SC12 Indiana allow un , 1-4095  generated by automated migration script
I;F;I(z.ﬁ)aoemo s allow untagged, 1-4095  generated by automated migration script
XSEDE untagged, 1-4095  generated by automated migration script
GrantWorkgroup1 allow untagged, 1-4095  generated ty automated migration script
All deny untagged, 1-4095  generated by ats

( AddACL ) [ Enable Reordering |

These rules were

auto-generated
based on legacy

policy

72 GlobalNOC 'NTHRNET.
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3. Set evaluation
order with drag /
drop

-_ GIObaINOC INTERNET.

Global Research Network Operations Center

1. Click to add policy

Add Interface ACL

Workgroup: |_EdNet

Permission: [ Allow

VLAN Range: 13

I've been in my mind,
itfs such a fine line
That keeps me searc
for a heart of gold

2. Define a rule

Monday, October 21, 13



Policy Migration

® Your port access policy does not change
* maintain existing policy when migrating to 1.1.0
* existing port level access maps access to every tag on that port
® you decide if or when you want to change your port access policy
* customer driven
* no Internet2 requirement for how you maintain your port policy

e we can provide guidance if you are unsure of best approach for you

23 GlobalNOC '™ %ﬂ@
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Connector Workgroups

® Policy has been set to mimic the existing port based policies in place.

e workgroups given access to untagged,1-4095

® Access to AL3S and TR-CPS ports limited to already configured VLAN tags
 pbased on what VLANs you have today

 for future connections coordinate with NOC as you discuss peering details.

23 GlobalNOC '™ %ﬂ@
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Active VLANS »NetworkStatus ETELLRERLT A Users || Actions | ACL

Available Resources

Node Interface Description VLAN Range Owned
sdn-sw.chic.net.internet2.edu el/2 12-S08251 Indiana UGigapop __untagged,1-4095 Yes
sdn-sw.chic.net.internet2.edu e3/1 rtr.chic, et-10/0/0 101-103,211,2000 No

Indiana has access
to full range of Tags
on their port
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Active VLANS | Network Status |[CHE I ERZEETET

Users | Actions | ACL

Available Resources

//—_\\ Do\cumn@ Feedbock) (Admin

Node Interface

VLAN Range Owned

sdn-sw.chic.net.internet2.edu el/2
sdn-sw.chic.net.internet2.edu e3/1

12-S08251 Indiana UGigapop
rir.chic, et-10/0/0

Indiana has limited
access on the AL3S
router port

untagged,1-4095 Yes
101-103,211,2000 No

Range based on
active VLANs at time
of migration

Monday, October 21, 13




Workgroups that support

Overlays

® Groups that bring together multiple ports and are largely separate from AI3S

® Policy has been set to mimic the existing port based policies in place.

e workgroups given access to untagged,1-4095

® XSEDE as example

23 GlobalNOC '™ %ﬂ@
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Workgroups > Home

Active VLANS

Network Status

Available Resources

Workgroup: XSEDE

Users

Actions || ACL

Available Resources

All ports have full

range access

P -~

-
-
-

¥

GlobalNOC !'NTERNET.

- ‘ﬁ Global Research Network Operations Center

Node Interface Description VLAN Range Owned
sdn-sw.chic.net.internet2.edu e1/2 12-S08251 Indiana UGigapop untagged,1-4095 No
sdn-sw.chic.net.internet2.edu e15/2 sdn-srv.chic, em2 untagged, 1-4095 No
sdn-sw.clev.net.internet2.edu e15/5 12-S08999 XSEDE, PSC/3ROX untagged,1-4095 Yes
sdn-sw.denv.net.internet2.edu e15/3 12-S08005 XSEDE, NCAR untagged, 1-4095 Yes
sdn-sw.denv.net.internet2.edu e15/4 12-S09003 XSEDE, TACC untagged, 1-4095 Yes
sdn-sw.losa.net.internet2.edu e15/3 sdn-srv.losa, em2 untagged,1-4095 No
sdn-sw.losa.net.internet2.edu e15/6 e15/6 antagged, 1-4095 Yes
sdn-sw.star.net.internet2.edu e15/1 e15/1 untagged,1-4095 Yes
sdn-sw.star.net.internet2.edu e15/4 e15/4 untagged,1-4095 Yes

Range based on

policy defined by the
owner
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Request a new Workgroup?

® Should be less frequent now that we have visibility into foreign circuits

® When you have a unique set of people that need to have the ability to edit or
add new VLANSs

* research vs production VLANs

e joint management of virtual overlay infrastructure

23 GlobalNOC '™ %ﬂ@
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Summary

® Better Email notification
® ability to see foreign VLANs on your ports

® ability to define who can access your ports and on what VLAN tag.

-
-~

23 GlobalNOC '™ %ﬂ@
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For more information

® Try out your new policy on a demo instance of OESS
e https://al2s-demo.net.internet2.edu/oess/
® Online documentation

e http://globalnoc.iu.edu/sdn/oess.html

23 GlobalNOC '™ %ﬂ@
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